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1. Tong quan thiét bi

1.1 Hinh anh thiét bi

_
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. Néi cap LAN tir converter quang vao WAN 1
. Két ndi LAN PORT (P1 dén P5) ctia Vigor vdi LAN ciia mdy tinh va
AP...

1.2 Thong s6 ky thuat

Router VPN Wan kép chuyén nghi¢p cho Doanh Nghi¢p/ Nha Hang / Khach
San chiu tai 150 user- HO tro WiFi Marketing

o 2 cong Wan Gigabit RJ45 (Wan 2 chuyén dbi tir port LAN 6)
o 5 cong Lan Gigabit, hd trg VLAN tag 802.1q chia 16 VLAN (8 Subnet)
o 2 cong USB két ndi USB 3G/4G, Printer, ...
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NAT Session: 60.000 / NAT Throughput: 1.8 Gbps (Dual Wan), chiu tai 150
user

Can bang tai (cong gop bang thong) hodc du phong cac duong truyén
internet (Loadbalance/ Failover

HO tro trién khai dich vu cao cap: Static IP, PPOE, PPTP/L2TP, DHCP...

H6 tro cac dich vu: Leasedline, L2ZVPN, L3VPN, MetroNET... trén sub
interface (NAT hodc Routing)

Ho trg duong truyén da dich vu (IPTV, Internet, VolP,...)

VPN Server 50 kénh (PPTP, L2TP, IPSec(IKEv1, IKEv2), SSL), Open VPN
+ SSL VPN: 25

IPsec VPN Performnace: 290Mbps / SSL VPN Performance: 120Mbps
Kiém soat va quan 1y bang thong gitp t6i wu hoa duong truyén internet

Firewall manh mé&, linh hoat, quan trj phan quyén truy cép Internet (IP/MAC
Address, Port Service, URL/Web content filter, schedule...), Firewall SPI
dua trén dbi tuong, quan 1y noi dung (CSM).

Web portal: Hién trang quang cao khi khach hang két ndi internet

Tich hop Wi-Fi Marketing tir cac nha phat trién hang ¢au nhu Meganet,
VNWIFI, Nextify...

DrayDDNS tén mién dong mién phi ctia DrayTek
Quan ly tap trung VPN cho 8 site Router Vigor khac qua Internet (CVM)
Quan ly tap trung cho 20 Access Point (APM), 10 Switch (SWM)

Quan ly tap trung Vigor 2927 bang phan mém DrayTek VigorACS 2 hoic
cloud DrayTek Free
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2. Chu hinh chi tiét

2.1 CAu hinh PPOE

e Budc 1: Bang nhap vao Vigor qua giao di¢n web:
http://192.168.1.1
Username: admin
Password: admin

DrayTek gyl 1rir 78

Username [ I

Password l \

Language l English v I
Login

Security Warning: You are logging in without encryption which is not
recommended. To login securely click here.
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e Budc 2: Chu hinh Internet

Dr: ay Tek Vigor2927 Series
[ Auto Logout v | m WAN >> Internet Access
Dashboard Internet Access
vj\ﬁzlrmss Index Display Name  Physical Mode Access Mode
¢ —

e v e I — |
WANZ Ethormet [Static or Dynamic 1P V| | Detais Page [ 1P¥
WAN WANS use [None v| [Cuteis Pags || 1P

ntornet Access WANS uss [Nane v

LAN Note:

Hotspot Web Portal 1. Hide WAN3/WANZ ff the router does not support wireless WAN or no wireless device

Routing 2 Device on USB port 1 applies WANS configuration

NAT b
Hardwese Accalersth 3 Device on USB port 2 applies WANS configuration.

Firewall

User Management DHCP Client Option |
Objects Seiting

csm

Bandwidth Management
Apphcations

VPN and Remote Access
Certificate Managemant
USB Application

System Maintenance
Diagnostics

External Devices

Product Registration
Service Siatus

Al Rights Reswrved.

Vao WAN>>Internet Access>>WAN 1: Chon Access Mode 13 PPPoE va nhin
Details Page
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WAN >> Internet Access

WAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPv6
[J Enablel O Disable PPPIMP Setup
PPP Authentication | PAP/CHAP/MS-CHAP/MS-CHAPV2 v |

ISP Access Setup Idle Timeout A second(s)
Service Name (Optional) [FPT ||l 1P Address Assig Method (IPCP)
Usemame | hndsl-sup | L“ML
Password [seenee || Fixed IP: O Yes ®No (Dynamic IP)

Index(1-15) in Schedule Setup Fixed IP Address |

o (I S (N N % (T

® Default MAC Address

PPPoE Pass-through (U Specify a MAC Address
MAC Address. (14 | 49 | |BCi:{75 | [2A |49

[J) For Wired LAN

WAN Connection Detection
Mode | PPP Detect v

MTU | 1438 Max:1500)
Path MTU Discovery | Detect

TTL

Change the TTL value |Enable

Note

1. (Optional) Required for some ISPs. Leave blank if in doubt because the connection request might be denied if “Service
Name" is incorrect

2. VPN feature may be affected when the value of MTU is changed. please also check your value of VPN MSS in "VPN
and Remote Access >> PPP General Setup” or "VPN and Remote Access >> IPsec General Setup" p:

R’ or page
\We recommend to put the same decreased value on VPN MSS For example, reducing the MTU from 1500 -> 1400
then it will need to reduct 100 from MSS value

Tai tab PPPoE: chon Enable, sau d6 dién thong tin username, password, MTU va
nhan OK

Luc nay s& hién thi thong béo yéu cau khdi dong lai Vigor>>0OK

VIGOR Trang 7
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Dray Tek Vigor2927 Series

il Applications >» IGMP

Oeshboard m Working status

l Gicme meyl

TGHP Froxy acts as o multicast proxy for hosts on the LAN side_Enable IGMP proxy to access any multicast group This
function takes no effect when Bridge Mode is enabled

Inerface WANT !
IGMP version Avio v

General Query Intarval 125 |(saconds)
Add PPF header |

(Encapsulate IGMP in PPPOE)

Enable IGMP syslog

Management
gts::u- Setting [ 1GMP Snooping I
Bandwidth w nabla. Forwards multicast waffic only 1o poets that are moembers of that group.

Applications Disable Treats mutticast raffic the same as broadcast waffic
. IGMP Fast Leave
The router stops farwarding multicast traffic to 3 LAN port 65 500n as It receives & leave massage from that port
Each LAN port should have no more than one IGMP host connacted
IGMP Accept List | Any v
Only allow the IP of the LAN device 1o be inchuded in the specifiod objectgroup 10 use IGMP.

OK | | Cancel |

2.2 CAu hinh IPTV

e Budc 1: Vao Application>>IGMP r6i chon ca 2 giao thirc multicast
la IGMP Proxy va IGMP Snooping

e Trong giao thic IGMP Proxy , Luu y chon diing interface WAN két
nbi v4i duong truyén Internet FPT.

2.3 Nat port
> D0i port router

e Maic dinh, router DrayTek stir dung cac port 21, 22, 23, 80, 443,
8069. Néu port server sir dung khong tring vdi cac port nay, ta co
thé bo qua budc nay. Vi du, Can NAT Web server ra ngoai voi port
80. Vi port ndy da tring véi port router, nén phai dbi port router
thanh port khéac.

e Vao System Maintenance >> Management
e HTTP port: Mic dinh 80, d6i thanh port khac (vi du: 8080) Nhin OK
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System Maintenance >> Management

IPv4 Management Setup

IPv6 Management Setup

LAN Access Setup

Router Name

[ Default:Disable Auto-Logout
(] Enable Validation Code in Internet/LAN Access

Management Port Setup
@® User Define Ports © Default Ports

HTTPS Server
Telnet Server
TROG9 Server
SSH Server
SNMP Server
Disable PING from the Internet

Note: IE8 and below version does NOT support DrayOS Telnet Port (Default: 23)
CAPTCHA auth code. HTTP Port 3080 (Default 80)
Internet Access Control HTTPS Port (Default: 443)
[J Allow management from the Internet FTP Port (Default: 21)
Domain name allowed TRO69 Port (Default 8069)
FTP Server SSH Port (Default: 22)
HTTP Server = Enforce HTTPS Access Note:

Ports 8001 and 8043 are used for Hotspot Web Portal.

Nommmmm | ink Femmn dlam lobmmm b

Brute Force Protection

(J Enable brute force login protection
FTP Server

HTTP Server

HTTPS Server

J

J

J

_! Telnet Server

Luu y: néu d3 doi port web login router tir 8011 8080 thi sau nay mubn ding
nhap vao router phai thém :8080 (vi du: trudc khi d6i dang nhap router bang
http://192.168.1.1 thi sau khi d6i mubn ding nhap vio router phai str dung:

http://192.168.1.1:8080

> NAT server ra ngoai

Co 3 céach: Port Redirection, Open Port, DMZ. Chi lam 1 trong 3, khong

lam ca 3

e Port Redirection

-Vao NAT >> Port Redirection, chon 1 index

-Chon Enable

-Mode: Chon Single

-Service Name: Dat tén dich vu
-Protocol: Chon TCP

VIGOR
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http://192.168.1.1:8080/
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-WAN Interface: Chon WAN can NAT (Mac dinh chon ALL)
-WAN IP: Chon IP Public
-Public Port: Port bén ngoai truy cép ( ¢ thé gidng hodc khac port can
NAT)
-Source IP: Nhitng IP c6 thé truy cp server tir bén ngoai (mic dinh 13 Any)
- Private IP: IP Server
~Private Port: Port can NAT

NAT => Port Redirection

Index No. 1
Enable

Mode
Service Name |WEB
Protocol
WAN Interface ALL  w
Public Port
Source IP Any v
Private IP |192_168_1_10
Private Port

Note:

In "Range"” Mode the End IP will be calculated automatically once the Public Port and Start IP have been entered.

OK || Clear || Cancel

e Open Ports
Vao NAT >> Open Ports, chon 1 index

-Chon Enable Open Ports

-Comment: Pat tén profile

-WAN Interface: Chon WAN can NAT

-Source IP: IP dugc phép truy cap server tir bén ngoai (mac dinh Any)
-Private IP: IP server

-Protocol: Chon TCP

-Start Port: Port bat dau

-End Port: Port két thiic
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NAT > Open Ports >> Edit Open Ports

Index No. 1
Enable Open Ports
Comment |WEB |
WAN Interface
Source IP Any v
Private IP [192.168.1.10 | [ Choose IP |
Protocol Start Port End Port Protocol Start Port End Port
] 8 o] o] o
3 [fcPupbPy, o | [0 | 4 ([TcPupPv| o | o
s [tcPopv] [0 | o | & [tPwop~y] fo | o
7 [rcPwop~l o | o | s ([teewopv] fo | o
9. [TcPuDP~v| |0 | o | 10. [TcPuDP~| [0 | o
| OK H Clear || Cancel |
e DMZ

Vao NAT >> DMZ Host, Chon WAN can NAT

~Private IP: Dién IP server
-Nhan OK

NAT >> DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3 WAN4 LTE WAN6
WANG
Enable Private IP
192.168.1.10
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